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ABSTRACT ARTICLE INFO

PCIP Tree is a Parallelized memory Confidentiality and
Integrity Protection technology (PCIP) method that
pre-diffuses and encrypts the data stored in off-chip
counter value for confidentiality and integrity protection
of data, adding redundant checking data to the protec-
tion data block to ensure the integrity and confidential-
ity of the memory data. Then use the Simple Scalar tool
to run 10 processors (SPEC2000) benchmark programs
to simulation test. The result shows that the PCIP Tree
method is greatly improved the running efficiency and
the efficiency of encryption methods to compare with
the Parallelized Encryption and Integrity Checking En-
gine (PE-ICE) method, at the same time, through the
redundant data to check data integrity is better than
using complex Hash algorithm to calculate the checking
value and reduce system delay, reduce storage overhead
chip, and ensure the real-time encryption and checking
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1 Introduction

With the rapid growth of digitalized information stored in modern computer system,
information security is attracting more and more attention. Business software has been
cracked and confidential information has been leaked. The popularity of digital copyright
protection, the rise of new computing models, such as cloud computing and large data
analysis, makes it more urgent to solve the problem of data security. In most existing
computer systems, the data is communicated in plaintext between the processor chip and
the other chips. An attacker can get important information or tampering with important
hardware and software information through physical hardware attack, such as password,
account and other sensitive data. Therefore, protecting the confidentiality and integrity
of data and preventing attackers from stealing and modifying key data of the system has
become an important direction in the current security field [11].
Complete memory security protection needs to consider the confidentiality and integrity of
the data[16].For single-processor architectures,in terms of data confidentiality protection is
only to consider the security communication between processors and memory[20].Advisory
Experts Group on Inherent Safety(AEGIS)[13] and eXecute-Only Memory(XOM)[21]protection
framework were protected memory confidentiality by direct block encryption, the proces-
sor can read and write normally after performing the encryption and decryption operation,
the whole system of process delay larger. Y Zhang et al. put forward the One-Time Pass-
word (OTP) encryption mode in 2003[26]. This method separates the delay of the encryp-
tion algorithm from the memory read, reduces the delay on the critical path of the system,
and improves the encryption efficiency. Memory integrity protection mainly adopts hash
value and Message Authentication Code (MAC) technology, and introduces hash tree
protection mechanism in AEGIS framework to prevent replay attack[9]. However, when
memory adopts the MAC technology reads and writes data, the two processing operations
(encryption operation and digest value calculation) cannot be performed in parallel.
In this paper, PCIP Tree removes the computational MAC operation by adding redun-
dant verification data to the data and combines the data confidentiality protection and
integrity protection through diffusion method and counter encryption method, thereby
reducing the delay of compute MAC and improve protection efficiency. Compared with
the PE-ICE integrity protection scheme, this method greatly reduces the system delay
due to the introduction of protection operation, improves the system efficiency, and has
great advantages. PCIP Tree protection mechanism is used to save Combination of Two
Registers (CTR) values off-chip based on the PCIP. Then, we use 10 processors bench-
mark program (SPEC 2000) to simulation on the SimpleScalar simulator. The results
show that PCIP Tree protection mechanism can reduce the overhead of the system and
effectively protect the memory.
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2 Memory Protection technology

Memory protection technologies include confidentiality protection technology and in-
tegrity protection technology. In order to prevent the leakage of sensitive information
and ensure the confidentiality of the memory, the data needs to be encrypted and the
data is transmitted or stored off-chip in the form of cipher, so that even if the attackers
get the corresponding data cannot understand the specific meaning, and then through
the integrity information check the data[15].

2.1 Memory Confidentiality Protection Technology

The main way to encrypt memory data is block encryption and counter encryption. Both
XOM and AEGIS protection framework use direct block encryption to encrypt data blocks
to protect the confidentiality of the memory. The data is encrypted before being written
back to the memory and decrypted when entering the processor. After executing encryp-
tion and decryption operation, the processor can perform normal reading and writing
operations. The whole system process delay directly affects the operation efficiency of the
program. Jun Yang et al. [27, 28]proposed the OTP encryption method, which is called
the Counter Mode. The counter encryption method makes the encryption process and
memory read parallel, thus reducing the encryption delay and improving the encryption
efficiency. However, each data block needs to maintain a corresponding counter value,
which increases the maintenance overhead.
Literature[23]uses counter value prediction mechanism to predict several counter values
in advance and encrypt them, when the corresponding counter value is returned from the
memory and it matches the predicted counter value, we get the plaintext by using the
ciphertext corresponding to the counter value with the encrypted data. Literature[24]sets
an encrypted prediction engine in the processor to preserve some of data that used fre-
quently and the corresponding encrypted data. When the cache fails, the processor sends
a read request to the memory, after obtaining the ciphertext data in memory, compares
it with the pre-stored ciphertext in the encryption prediction engine. If the ciphertext
matches, the corresponding plaintext is used directly. For these two prediction mecha-
nisms, if the prediction is correct, the delay is reduced, but if the hit rate is low, it will
increase the delay.

2.2 Memory Integrity Protection Technology

Memory integrity protection technology is a kind of detection method of active attack, the
main protection strategies are cryptographic hash function, Message Authentication Code
(MAC) function and block-level Added Redundancy Explicit Authentication( AREA).
The method of checking the hash value of the data block of the hash function requires a
large storage cost, which is not very practical. In order to reduce the storage overhead,
the information needs to be stored off-chip, but the off-chip is not safe and easy to be
attacked by the Replay. To ensure that information is not attacked by Replay, the MAC
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function is used to calculate the MAC value of a data block. The only value need to
store in the on-chip secure area, however, this requires a large storage overhead. AREA
technology is writing the block data of added redundant information by block encryption
method into memory. If the verification data obtained after decryption will be consistent
with the added redundant information, then the data is not stolen, otherwise, the data is
tampered with[4, 7].
Massachusetts Institute of Technology put forward a kind of ”Lazy” integrity checking
technology. On the basis of Log Hash Integrity Checking (LHash), Hierarchical Scheme
of Log Hash Integrity Checking(H-LHash) uses partial principle to use L2-Cache to buffer
some nodes[22]. Compared with LHash, the performance can be further improved and
reduce the time between two checks, but the attack behavior cannot be guaranteed in real
time.

3 PE-ICE

PE-ICE was proposed by Reouven Elbaz et al.[5]. The integrity check of this method
depends on the completion of the encryption operation, using the AREA method[8], the
diffusion feature of the packet encryption algorithm is used to integrate the integrity
checking operation into the encryption operation. If one of the ciphertexts is modified,
all the bits in the decrypted plain text are affected.
The check flag T of PE-ICE is generated by the counter in CPU. Before the data is
encrypted, the flag T for check is added into the plaintext data. After encrypting, the
ciphertext C of the indistinguishable PL | T is written back to the memory. When the
read operation is performed, the ciphertext C is decrypted, then the corresponding T
is extracted from the decrypted data, and comparing with T, if the same, the check is
successful, otherwise the data is tampered with. PE-ICE encryption is a direct block en-
cryption method, the integrity check operation is integrated into the encryption operation
by using the full diffusion characteristic of packet encryption algorithm, and compared
with the Galois Counter Mode(GCM)[10, 17, 18, 25, 29], the system delay is greatly
increased.

4 PCIP

Due to the lack of PE-ICE, this paper proposes PCIP to reduce the delay caused by
encryption. The counter encryption method is used to replace the direct block encryption
method in PE-ICE. At the same time, AREA technology is used to add redundant data
to the data and using the data for integrity checking after decryption. In order to ensure
the effect of diffusion, the data block (PL+Tag) needs to be diffused before encryption. If
an attacker modifies any of these bits, it will affect the data information added to check,
so that all kinds of attacks can be detected when checking integrity.
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4.1 Generating Check Data

PCIP uses different ways to construct the check values of read-only data and read-write
data. For read-only data, it is sensitive to Spoofing attacks and Splicing attacks. There is
no problem of Replay attacks. So its corresponding address value can be used as its check
data. For read-write data, the content can be modified when the program runs, so that
it is also sensitive to replay attacks. If only the address is used as the check value, the
processor cannot prove that the data stored at the given address is the latest. In order to
ensure that the check value Tag is different at each write operation, it can be implemented
in two ways[19]. For the first method, the check value Tag is a one-time only number that
can be generated by the counter. In other words, Every time the operation is written,
the counter adds 1. Therefore, it is possible to ensure that two ciphertext blocks are used
in different Tags. When the counter is overrun, the encryption key must be replaced and
all the related memory areas are re-encrypted. However, when the number of bits in the
counter is small, the system needs to be re-encrypted frequently. Another method is to
avoid re-encryption process, the check value Tag can be used to form a random number.
From an attacker’s point of view, the check value Tag is random, so it is not possible
to predict when the two blocks will have the same Tag. However, the random number
cannot be guaranteed to be used only once, which means that there is a possibility of
Spoofing attacks and Replay attacks. In order to integrate the security of the system and
the storage overhead of the chip, the size of the check value needs to be controlled. The
larger the check value, the higher the system resistance to attack, the higher the security,
and the greater the storage cost.

4.2 Diffusion Operation

In order to ensure that the ciphertext achieves the effect of full diffusion after being
counter-encrypted, the data needs to be diffused before being encrypted. Take a 128-bit
data block as an example, consider the data block as a 4×4 two-dimensional array of 8-bit
bytes, each byte was treated as an element in GF (28)and the column vector of 4 bytes
were viewed as the number of less than 4 of the polynomial in GF (28). The diffusion
operation can be achieved by two state columns mixing and one byte transposition.
First, giving three 3rd polynomials:

a(x) = a0 + a1x + a2x
2 + a3x

3

b(x) = b0 + b1x + b2x
2 + b3x

3

c(x) = c0 + c1x + c2x
2 + c3x

3

(1)

Let a(x) and b(x) be two variable polynomials with coefficients ai and bi respectively, and
c(x) be the given polynomial and multiply the matrix and c(x) in the modx4 + 1 :

b(x) = a(x)× c(x)

= (a0 + a1x + a2x
2 + a3x

3)× (c0 + c1x + c2x
2 + c3x

3)

= (b0 + b1x + b2x
2 + b3x

3)× (modx4 + 1)

(2)
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Figure 1: The effect of offset

Calculated the product and distinguished according to the power of x, corresponding to
the matrix representation:

b0
b1
b2
b3

 =


c0 c3 c2 c1
c1 c0 c3 c2
c2 c1 c0 c3
c3 c2 c1 c0

×


a0
a1
a2
a3

 (3)

In order to ensure the data can be restored, it is necessary to ensure the polynomial is
invertible, and then obtain the multiplicative inverse. According to Rijndael algorithm
[6], the polynomial c(x) is defined as follows:

c(x) = 02 + 01x + 01x2 + 03x3
b0
b1
b2
b3

 =


c0 c3 c2 c1
c1 c0 c3 c2
c2 c1 c0 c3
c3 c2 c1 c0

×


a0
a1
a2
a3

 (4)

The corresponding inverse of column mixture is transformed by multiplying each column
with a fixed polynomial d(x) as follows:{

d(x) = 0Bx3 + 0Dx2 + 09x + 0E
(03x3 + 01x2 + 01x + 02 ≡ 1(modx4 + 1)

(5)

⇒


b0
b1
b2
b3

 =


0E 0B 0D 09
09 0E 0B 0D
0D 09 0E 0B
0B 0D 09 0E

×


a0
a1
a2
a3

 (6)

After the columns are mixed, the number of each column in the matrix b(x) is related to
each number of the corresponding columns in the original matrix to achieve the purpose
of the column mixing. Then the matrix is processed by byte transposition, and using
different offsets to circular shift the rows in the matrix. To get the best diffusion, we used
4 different offsets for each row. The effect of offset on state is shown in Figure1.
After the offset is completed, the column state is mixed again, and each element in the
obtained matrix is related to all the elements in the original matrix to achieve the effect
of diffusion.
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Figure 2: Encryption process

4.3 Data Encryption

In this paper, the counter encryption method is used to encrypt the corresponding in-
termediate data. The encryption process is shown in Figure 2. First of all, the system
generates the counter value of the corresponding data block, after forming the seed, using
the packet encryption algorithm to encrypt the seed and obtain the encrypted stream
data. At the same time, connecting the data with the check value, we get the intermedi-
ate data after the diffusion of the data, and then the intermediate data exclusive or the
key stream to obtain the ciphertext. The decryption operation is similar.

4.4 Read/Write Operations

When the processor performs a ”read” operation, if the data is in the CPU cache, the
processor directly reads the block of data and run the corresponding operation. Oth-
erwise, the processor needs to read the ciphertext data from memory and calculate the
corresponding decryption key stream based on the corresponding counter. When the ci-
phertext is read into the CPU from memory, it is decrypted and restored. Then the check
value is extracted and compared with the check value stored in the CPU. If it is matched,
the check is passed and the processor performs the corresponding operation on the data.
If the check fails, the data is illegally tampered and the processor is thrown out of the
exception.
When the processor performs a ”write” operation, it needs to change the data block of
an address. If the data is in the CPU cache, the data is modified directly, and the new
check values are regenerated to replace the old check values. When the system uses a
write-through strategy, the data and check values are diffused and encrypted to write
to memory. When write-back strategy is used, the data is only written to the memory
after the system calls the flush operation and the data block is replaced and cached
by the cache replacement algorithm. If the data is not in the CPU cache, the data is
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Figure 3: Memory protection system structure

written to the cache, and if the cache is full, then the corresponding block is replaced by
the corresponding cache replacement algorithm, and the new check values are generated.
Then the two checks are connected and written back to memory after being diffused and
encrypted.

5 The Design of the memory protection system

For the security system, the delay in reading and writing memory has the most direct
impact on system performance. According to the memory protection idea, the operation
of reading and writing memory can be done after the encryption and decryption operations
and the integrity check are completed. Therefore, the system should minimize redundant
operations and reduce the delay on the path. PCIP needs to use generated check value
counter and encryption counter, the combination of the two is represented by CTR, which
is used to form the counter encryption seeds, and also to generate the check values of the
data blocks, the design of the memory protection system structure shown in Figure 3.
When writing the data block, firstly, according to the data block CTR and address gen-
erate the corresponding check value Tag. Then the check value and the effective data
block are combined to form a plaintext block, after diffused the data and exclusive or the
encrypted data stream, the ciphertext block was generated. Finally, written back to the
memory.
When reading a block of memory data, the ciphertext block and its corresponding CTR are
read in first. The CTR is used to generate a decrypted stream of data by the encryption
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CTR1 CTRA AddrCTR2 CTR

PL(lp-bit)

r bits r bits

N(n bits)

Addr The address of CC

CTRi The i th CTR in CC

CTR Used to generate the check value

Figure 4: Composition of unencrypted CC blocks

algorithm and exclusive or the ciphertext to obtain the intermediate data, and then the
intermediate data is restored to plaintext data block by the corresponding inverse diffusion
algorithm. Finally, the check values in the plaintext block are extracted for integrity
checking. After the same, the corresponding valid data are read into the CPU, otherwise
the integrity check fails.
Since each data block has a corresponding CTR, so a large number of CTR need to be
saved. However, the space in the chip is limited, so some of the CTRs need to be stored
off-chip. But off-chip storage space is unsafe, and the attacker can tamper with the CTRs
to achieve its purpose, so it is necessary to protect the CTRs stored off-chip. In this
paper, we design a data block composed of multiple CTRs into a new data block, and
use iterative PCIP to protect these CTRs to obtain a tree structure for preventing replay
attacks.

5.1 PCIP-Tree STRUCTURE

First of all, the CTR used to check a plurality of consecutive data blocks is merged into a
payload data, it recorded as PL, and then a new check value is generated for the payload
data, it is labeled as N , connected them to form a plaintext block, it recorded as CTR
Chunk (CC).After the plaintext block P is diffused and encrypted, the ciphertext C is
obtained and stored in the memory. The structure of CC is shown in Figure 4.
The size of PL is lp, the size of each counter value is r bits. And the number of counter
values CTR that can be stored in a CC is:

A =

⌊
lp
r

⌋
(7)

Therefore, storing the CTR of the data block off-chip will reduce the on-chip memory
overhead to 1/A, even so the storage overhead required by the new CTR of saved data
is too large for on-chip storage overhead. In order to further reduce the on-chip memory
overhead, the newly allocated CTR in the CC is formed into a data block by an iterative
method and the corresponding CTR is allocated until only one CTR is stored in the chip,
it is called Root CTR. So we got an A forked tree, and arbitrarily tampering the nodes
in the tree will cause the check value extracted from the root node mismatched with the
Root CTR. Therefore, the tree can effectively protect these CTRs, and greatly reducing
the storage overhead. Figure 5 shows a 3-layer 4-tree[15].
In the figure, the data block node is taken as a leaf node in the tree, the CC node is
an internal node, and each node in the tree has the size of b-bit. The data that needs
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to be protected is in the Data CTR (DC) node, and each CC node is used to check the
leaf nodes below it, and the Root CTR that checks the root node is stored in the chip.
The arrow in the figure is directed by a node to the CTR that protects the corresponding
check value of the node.

5.2 Read / Write Operation

When the processor performs the ”read” operation, it needs to read some address data
block. If the cache hit, the processor reads the block of data directly from the CPU cache
to perform the corresponding operation. If the cache misses, the processor needs to read
the corresponding ciphertext data from the memory. At that time, the encrypted data
block of address is read into the chip and waiting for decryption and diffusion operation.
The parent node is also read in and waiting for the decryption and diffusion operation
to get the corresponding CTR of the address data. Until the root node is read, the
decryption process is started, and the decryption started from the root node down to the
leaf node. When the data is decrypted and diffused, the corresponding check value is
extracted and compared with the check value generated by itself. If all nodes pass the
integrity check, the processor performs corresponding operations on the data.Otherwise,
the data is illegally tampered with and the processor throws an exception. When the
cache miss and need to read a data from memory, the number of nodes that need to be
checked is:

H = logA(S) + 1 (8)

H is also the height of the tree, and S is the total number of data nodes. The whole
process of decryption verification proceeds from the root node. Only after the parent
node decrypts, can the CTR of the leaf node be got, so that the leaf nodes can be
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decrypted.
When the processor executes ”write” operations, it is necessary to change the data of an
address. If the data is in the CPU cache, CPU directly modifies and generates a new
counter value for the data block, updating the corresponding CC node when the block of
data is written back to the memory. If the data is not in the CPU cache, the data is read
in first and then the write operation is executed. When data blocks are written back to
memory, a new CTR is generated. After diffusion and encryption, the data is written to
memory and its corresponding CC node is updated until all nodes of the data block node
to the root node branch are updated. The data can be updated after all the data of the
nodes loaded in the chip pass the integrity check.

5.3 Storage Overhead and Performance

The storage overhead of the PCIP protection mechanism is divided into two parts, one
is the cost for saving the CC node, and the other is the overhead for saving the check
value Tag in the data block [15]. The cost of building an A fork tree on leaf nodes is
1/(A− 1),and the cost ratio of inserting the check value in the data is n/lp(n is the bit of
Tag,lp is the number of bits to load).So the total overhead of O is:

O =
1

A− 1

(
1 +

n

lp

)
+

n

lp
=

lp + nA

lp(A− 1)
(9)

When the processor performs the read operation, the node decrypts from the root node
down to the leaf node in turn, and the process cannot be carried out in parallel. While
updating the data, the parent can immediately know the new CTR corresponding to
the node when it is updated to generate a new CTR. Therefore, when the data node is
updated, the CC node can update the new CTR using the leaf node accordingly. All
nodes from the node to the root node can be updated at the same time when the data
node is updated. So the method has the characteristics of being updated in parallel, it is
suitable for the program with more frequent updates.

6 SimpleScalar simulation experiment and result anal-

ysis

In this paper, we use Simple Scalar [1, 2, 3, 12] to simulate the proposed scheme. The
simulation program uses 10 SPEC2000 benchmark programs (ammp, art, bzip2, equake,
gzip, mcf, mesa, parser, vortex, vpr, etc.) to evaluate the performance of the proposed
scheme.

6.1 Benchmarks

To evaluate the performance of the 10 benchmarks without using any protection mecha-
nism, when the cache line sizes are 64 bytes and 128 bytes respectively and the L2 cache
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Figure 6: Benchmark test

capacities are 256KB, 1MB and 4MB respectively, the Instruction-Per-Cycle(IPC) result
of each test procedure is shown in Figure 6.
Figure 6 shows that different cache capacity and different blocks have different effects on
different test processes. This is mainly due to the inconsistent read-write features and
local characteristics of different programs. The larger the L2 Cache capacity, the higher
the Cache hit rate and the higher the corresponding IPC.

6.2 The influence of encryption on program performance

The experiment uses the 64KB-sized on-chip security CTR Cache to store the correspond-
ing counter, and compares the PCIP diffusion plus counter encryption method with the
direct block encryption mode adopted by PE-ICE. The result is shown in Figure 7.The
four schemes in the figure include Base–unprotected benchmark, PE-ICE–direct block en-
cryption, OTP–counter encryption and PCIP–diffusion plus counter encryption scheme.
The performance of the proposed scheme is between PE-ICE and OTP, especially when
the L2 Cache capacity is small, which has a greater advantage than PE-ICE. As the cache
capacity increases, the cache hit rate continues to increase, so that the impact of encryp-
tion on program performance is gradually reduced. When the L2 cache is increased to
4MB, the impact of each encryption scheme on most program performance is the same.

6.3 The influence of tree mechanism on the program

Since the Ctr Cache used in PCIP is not enough to save the CTR of all data blocks,
PCIP Tree can be used to protect the CTR stored off-chip. The PCIP Tree protection
scheme proposed in this paper reads the CTR only when the data block is not cached.
Whether the CTR is hit directly relates to the delay caused by the check. If the cache hit,
there is no need to read the CTR from the memory and do not need to check the CTR.
Otherwise, read the CTR from the memory and check according to the tree protection
scheme. In the different L2 Cache capacity, the access to Ctr Cache due to the data block
cache miss in the PCIP scheme is shown in Figure 8.
The PCIP Tree scheme is simulated under different L2 cache capacities and compared
with the PCIP without the tree protection mechanism. The experimental results are
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Figure 7: IPC of different L2 Cache sizes at different encryption schemes
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Figure 9: The impact of a complete protection scheme on the performance of the program

shown in Figure 9. Figure 9 shows that The PCIP Tree protection mechanism has a
lower impact on program performance than the absence of a tree mechanism, which is
mainly due to the higher CTR hit rate in Ctr Cache, and generating it less delay due
to the tree protection mechanism when CTR is not in the cache. Some programs have
greatly reduced performance after adopting the tree protection mechanism, such as mcf,
equake, etc., because their CTR hit rate is low, the number of Ctr.misses is large. At the
same time, the overhead of integrity check sharply increased when CTR cache misses.

7 Conclusion

Because of the characteristics of the existing computer system, the memory is easily
attacked by various physical attacks. For different physical attacks, the protection of
memory can be divided into confidentiality protection and integrity protection. This paper
summarizes the existing memory technologies of confidentiality protection and integrity
protection firstly, and then combined memory confidentiality and integrity protection
schemes for analysis. On the basis of PE-ICE, using AREA technology proposed PCIP to
encrypt first and then encrypt to protect the confidentiality and integrity of the data at
the same time. After diffusing the data and the check value, counter encryption is used
to encrypt. On the one hand, compared to the PE-ICE method, the scheme has a great
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improvement in the performance of encryption. As an example of the size of 256KB L2
Cache, the impact of the protection mechanism on program performance decreased from
17.52% of PE-ICE to 5.25%. On the other hand, compared to the simple OTP approach,
PCIP provides confidentiality and integrity protection for memory with minimal overhead.
Finally, based on this method, tree protection mechanism is used to save CTR to the off-
chip, greatly reducing the on-chip overhead and effectively protecting the memory. The
advantage of PCIP Tree is that the process of updating the tree can be carried out in
parallel, and the verification process needs to start from the root node and down to the
corresponding leaf node in turn. The method mainly considers memory protection under
the single processor,for the protection of multi-processor memory it has a big difference
and more complex even though under the similar technology, such as SMP, DSM, etc.
The next step is to consider how to extend the proposed scheme to the multiprocessor
environment.
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